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1. Introduction

The paradigm of Software-Defined Networks (SDN) represents a significant
shift in network management and operation, offering programmability and
flexibility by separating the control plane from the data plane. Despite its wide
adoption, SDN faces inherent challenges related to probabilistic and temporal
performance characteristics, particularly regarding the scalability of controllers and
their ability to manage network nodes.

Researchers have noted that each SDN controller and OpenFlow-based switch
has a finite capacity to manage nodes. Moreover, the programming language in
which the SDN operating system (NOS) is written plays a decisive role in the
efficiency and responsiveness of the controller as a hardware—-software complex.

2. Literature Review

The development of Software-Defined Networking (SDN) has been the
subject of considerable research and standardization efforts in recent years. Several
organizations have contributed to the establishment of unified frameworks for SDN
architecture. The International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) Y.3300, the Internet Research Task Force (IRTF) RFC
7426, and the Open Networking Foundation (ONF) TR-502 provide comprehensive
guidelines and definitions for SDN deployment and operation. Collectively, these
documents highlight the separation of the data plane, control plane, and
application plane as the cornerstone of SDN design, ensuring programmability,
flexibility, and scalability in modern networks.

According to these frameworks, the data plane is responsible for packet
forwarding, the control plane defines policies and orchestrates routing, while the
application plane introduces programmability through high-level control
applications. The presence of standardized interfaces—northbound, southbound,
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and east-westbound APIs—facilitates communication among these planes,
allowing interoperability between heterogeneous network devices and controllers.

A substantial body of research has examined the probabilistic-temporal
performance characteristics of SDN controllers, which remain one of the most
critical aspects of SDN functionality. Studies indicate that as the number of
managed network nodes increases, controller performance degrades, leading to
increased latency, longer response times, and reduced throughput. Additionally,
the choice of programming language and underlying software architecture of the
network operating system (NOS) directly affects the efficiency of controller
operations, particularly under heavy network loads.

Recent findings suggest that despite the advantages of programmability,
SDN controllers face limitations in scalability due to their centralized control model.
Consequently, research continues to focus on optimization techniques, distributed
controller architectures, and lightweight programming frameworks to mitigate the
inherent probabilistic-temporal constraints.

Table 1
Comparative characteristics of ITU-T Y.3300, RFC 7426, and ONF TR-502
standards
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3. Methodology

To evaluate the limitations of SDN controllers and their probabilistic-temporal
characteristics, this study employs a comparative analytical approach based on the
recommendations of three major standardization organizations: ITU-T (Y.3300),
IRTF (RFC 7426), and ONF (TR-502). These documents provide complementary
perspectives on SDN architecture and were selected as the foundation for
establishing methodological rigor.

The methodology consists of three main components:

1.Analysis of probabilistic-temporal models of SDN controllers. The study
investigates probabilistic latency, response times, and throughput performance
under varying node loads. This involves identifying the degree to which controller
capacity degrades as the number of managed switches and nodes increases.

2. Examination of the functional distribution across SDN planes. The
interaction between the data plane, control plane, and application plane is
systematically studied to assess how their separation enhances programmability
while simultaneously introducing potential temporal delays.

3. ldentification of the roles of northbound, southbound, and east-westbound
APIls. The analysis explores the operational impact of each API on scalability,
flexibility, and interoperability across heterogeneous network environments.
Special attention is given to the east-westbound interface, which facilitates inter-
controller communication, a critical factor in distributed SDN architectures.
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Fig. 1. General architecture, layers and interfaces of the SDN network
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Figure T illustrates the general architecture of SDN, showing the three logical
planes and the role of standardized interfaces. It also depicts the interaction
between two SDN controllers, each functioning as a Network Operating System
(NOS) for its respective subnetwork.

4. Results and Discussion

The conducted analysis of Software-Defined Networks (SDN) revealed several
critical findings regarding their probabilistic-temporal characteristics and
architectural constraints.

1. Controller Limitations. Each SDN controller has a finite capacity to manage
network nodes, which is directly constrained by probabilistic and temporal factors.
As the number of connected switches and devices increases, controller response
time grows non-linearly, leading to potential performance degradation. This
indicates that scalability remains one of the fundamental limitations of centralized
SDN architectures.

The variation of response time with respect to the number of network nodes
for different SDN controllers is illustrated in Figure 2. As observed, the Ryu and
OpenDaylight controllers are able to maintain relatively low response times even in
networks with up to 100 nodes. In contrast, the ONOS and POX controllers exhibit
an exponential increase in response time as the number of nodes grows,
demonstrating their scalability limitations in large-scale deployments.

Response Time of SDN Controllers vs Number of Nodes
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Fig. 2. Response time of SDN controllers as a function of the number of
network nodes (based on emulation results)
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2. Programming Language Impact. The efficiency of the Network Operating
System (NOS) is significantly influenced by the programming language in which it
is developed. Lightweight programming languages tend to improve latency and
throughput performance, while resource-intensive languages increase temporal
delays. This finding demonstrates that software-level design choices have a direct
impact on the controller’s operational efficiency.

3. Three-Level Architecture. The separation of the data plane, control plane,
and application plane ensures programmability and flexibility. However, this
architectural separation introduces additional probabilistic delays due to the
increased number of interactions between planes. While programmability provides
adaptability in diverse network environments, it also generates a trade-off between
flexibility and temporal performance.

4. Interfaces. The role of interfaces in the control plane was also examined:

- the northbound interface enables high-level applications to transmit control
instructions to the controller, supporting programmability and orchestration;

- the southbound interface allows the controller to interact with data plane
devices, predominantly using the OpenFlow protocol, but also faces scalability
issues under heavy traffic conditions;

- the east—-westbound interface facilitates coommunication among controllers,
ensuring interoperability, consistency, and scalability across distributed
subnetworks. This interface is especially important in mitigating the limitations of
centralized architectures.

Collectively, these results confirm that while SDN provides unprecedented
programmability and architectural flexibility, performmance remains bounded by
both  design-level (three-plane separation) and implementation-level
(programming language, controller capacity) constraints. Addressing these
challenges requires further research into distributed controller architectures,
optimization of probabilistic models, and lightweight NOS programming
frameworks.

5. Conclusion

Software-Defined Networks, despite their advantages, exhibit inherent
probabilistic-temporal limitations in scalability and controller performance. The
analysis of ITU-T Y.3300, IRTF RFC 7426, and ONF TR-502 confirm that the three-
plane SDN architecture, combined with standardized interfaces, provides
programmability but also introduces new performance bottlenecks. Future
research should focus on optimizing controller algorithms, developing lightweight
NOS programming frameworks, and enhancing inter-controller cormmunication to
mitigate probabilistic delays.
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